
CyNav: Navigating your 
cyber security risks

Why do shipowners need  
cyber insurance cover?

Shipowners are increasingly reliant on 
technology for all aspects of a vessel’s 
operation and their shore-side activities. 
As inter-connectivity of that technology 
increases, cyber security has become  
a concern.

The data protection and cyber security 
regulatory landscapes affecting 
shipowners are developing at pace.  
The shipping industry is therefore  
under greater obligation to comply  
with regulations or suffer potential 
financial consequences.

Cyber insurance has evolved to 
specifically address the emerging  
risk and potential financial and  
long-term reputation damage  
arising from technology.

Financial and  
reputational damage

Recent examples of maritime  
cyber incidents have seen per  
event losses incurred well in  
excess of $300 million.

Current risk landscape: financial and reputational challenges

Key features 

CyNav is a cyber solution 
specifically designed by our cyber 
and marine experts to provide an 
innovative, flexible and tailored 
cyber cover for shipowners.

CyNav provides cover for:

�� Loss of income due to business 
interruption (including any 
interruption to your third-party  
IT service providers)

�� Crisis management expenses 
(including IT forensics, legal  
and PR fees)

�� Hull and machinery damage

�� Loss of hire due to hull and 
machinery damage

�� Loss of hire due to vessel 
detainment

Increasing reliance  
on technology  
Navigation and operational 
management

Business 
interruption

Vessel detainment

Increased regulatory landscape 
IMO 2021 Cyber Risk Management 
Guidelines and Network and 
Information Systems Directive (NISD)

Hull and 
machinery 
damage

Cyber extortion

Regulatory fines

Cyber threats 
Cyber attack, 
human error and 
technical failure

Gaps in existing policies 
Tailored cyber insurance 
solutions provide certainty 
and clarity of cover
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This document offers a general overview of its subject matter. It does not necessarily address 
every aspect of its subject or every product available in the market. It is not intended to be, 
and should not be, used to replace specific advice relating to individual situations and we do 
not offer, and this should not be seen as, legal, accounting or tax advice. If you intend to take 
any action or make any decision on the basis of the content of this publication you should 
first seek specific advice from an appropriate professional. Some of the information in this 
publication may be compiled from third party sources we consider to be reliable, however we do 
not guarantee and are not responsible for the accuracy of such. The views expressed are not 
necessarily those of Willis Towers Watson. Copyright Willis Limited 2020. All rights reserved.
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Willis Towers Watson (NASDAQ: WLTW) is a leading global advisory, broking and solutions company that helps clients around the world turn risk into a path for growth. With roots dating to 1828,  
Willis Towers Watson has 45,000 employees serving more than 140 countries and markets. We design and deliver solutions that manage risk, optimise benefits, cultivate talent, and expand the power 
of capital to protect and strengthen institutions and individuals. Our unique perspective allows us to see the critical intersections between talent, assets and ideas — the dynamic formula that drives 
business performance. Together, we unlock potential. Learn more at willistowerswatson.com.

Contact
Ben Abraham 
ben.abraham@willistowerswatson.com 
+44 (0)20 3124 7786 

Andrew Hill 
hillanx@willistowerswatson.com 
+44 (0)20 3124 8278

Simon Lockwood 
simon.lockwood@willistowerswatson.com 
+44 (0)20 3124 7748

Charlotte Peniston 
charlotte.peniston@willistowerswatson.com 
+44 (0)20 3124 6232

CyNav: Get the cover you want and the cyber security you need

Unique offering

CyNav is a solution specifically designed 
for the shipping industry, including 
coverage for cyber attack, human 
error and technical failure. CyNav also 
provides innovative cover for satellite 
communication interference.

Tailored solution

CyNav can be customised to  
a shipowner’s specific business 
requirements through a range  
of cyber coverages.

Building operational resilience

CyNav provides shipowners with 
crisis management support to 
facilitate your return to normal 
business operations  
as soon as possible.

Clarity of coverage

CyNav is an affirmative cyber solution 
designed to provide certainty of 
cover without the need to defer to a 
second policy.

With our technical cyber knowledge and marine 
industry expertise we can help you build a customised 
solution to navigate your cyber security exposures.

Willis Towers Watson offers insurance-related services through its appropriately licensed and authorised companies in each country in which Willis Towers Watson operates, 
for example:
- In the United Kingdom, Willis Limited, registered number: 181116 England and Wales. Registered address: 51 Lime Street, London, EC3M 7DQ. A Lloyd’s Broker. Authorised and 
regulated by the Financial Conduct Authority for its general insurance mediation activities only. 
 - Willis Towers Watson SA/NV, Quai des Vennes, 4020, Liège, Belgium (registered as a branch in the UK at 51 Lime Street, London, EC3M 7DQ UK Branch Number BR021056) 
in relation to all EEA-regulated business. Authorised by the Financial Services and Markets Authority (FSMA) Belgium, and authorised and subject to limited regulation by the 
Financial Conduct Authority. Details about the extent of our authorisation and regulation by the Financial Conduct Authority are available from us on request.
For further authorisation and regulatory details about our Willis Towers Watson legal entities, operating in your country, please refer to our Willis Towers Watson website. 
It is a regulatory requirement for us to consider our local licensing requirements prior to establishing any contractual agreement with our clients.
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